Individual location of users is an enabling factor in a variety of mobile applications, such as location-based services (LBS) and participatory sensing. LBS provide users with valuable information that is relevant to their geospatial context, whereas participatory sensing enables gathering of geo-referenced data through sensor-equipped mobile phones. In all of these applications, the users' locations are communicated to a third party that is not necessarily trusted. Sending location data to untrusted parties may lead to serious privacy risks, resulting in disclosure of sensitive individual details, such as health status, political affiliations, alternative lifestyles, etc.
Aberer and Jean-Pierre Hubaux (all from École Polytechnique Fédérale de Lausanne). Here, the problem is to protect the location of non-anonymous users participating in the collection of geo-referenced data against an attacker who has background knowledge on the user placement. The authors present a privacy model that consists of a location obfuscation mechanism which is adaptive and can be personalized according to user preferences. The model factors in the background knowledge available to an adversary, and expresses it in probabilistic terms. The article presents a formally grounded and novel approach to location obfuscation which can be applied in a variety of applications, beyond participatory sensing, e.g., LBS.
We hope that the readers will find the research published in this issue insightful and inspirational. The guest editors would like to thank the GeoInformatica editorial board for giving us the opportunity to publish these quality articles. We would also like to thank the authors for their contributions, and the reviewers for their efforts in putting together this special issue.
Dr. Maria Luisa Damiani received the PhD in Computer Science from EPFL(CH).
After an experience in industry, she joined the Università degli Studi di Milano, Italy, as Assistant Professor. Her research focuses on location-based access control, semantic location privacy in LBS, semantic and symbolic trajectories data models.
Dr. Gabriel Ghinita is an Assistant Professor with the Dept. of Computer Science, University of Massachusetts Boston. His research interests focus on privacy-preserving transformation of microdata, private queries in location based services and privacy-preserving sharing of sensitive datasets. Dr. Ghinita serves as reviewer for top journals and conferences such as IEEE TPDS, IEEE TKDE, IEEE TMC, VLDBJ, VLDB, WWW, ICDE and ACM SIGSPATIAL GIS.
